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ABSTRACT. Information security culture becomes an enabler towards 
minimising the protection of security risk and incidents. This research will 
systematically identify and analyse published research exploring factors in-
fluencing information security culture. A systematic literature review is 
conducted throughout this process. 40 papers were used in our synthesis of 
evidence with nine compatibility factors has been found to influence infor-
mation security culture in organisation setting. One thousand two hundred 
and four studies were identified as 40 fulfilled the inclusion criteria. Of 
these, most (13%) were assessed being high quality, and three were rated 
very poor. Nine common factors were identified which are cultural differ-
ences, security awareness, security behaviour, top management commit-
ment, trust, information sharing, security knowledge, security policy, and 
belief. The most common factors found was security behaviour that highly 
influences information security culture from analysis conducted. The result 
of this study also shows the gap that there is lack of studies conducted in 
healthcare informatics environments setting. Findings are useful in develop-
ing theoretical model that shows factors influencing information security 
culture in healthcare informatics environment. 
Keywords: security culture, organizational culture, systematic literature re-
view 
INTRODUCTION 
Information security is defined as the activity to protect information from a wide range of 
threats in order to ensure business continuity, minimise business damage, and maximise re-
turn on investments and business opportunities (Hagen, Albrechsten, & Hovden, 2008). In 
healthcare informatics, a growing concern on security in healthcare are increasing (Appari & 
Johnson, 2010). Despite the potential for quality improvement, the concerns about the privacy 
and security of patient data are viewed as a barrier to the healthcare informatics usage 
(Boonstra & Broekhuis, 2010; Granlien & Hertzum, 2012). Besides, it has been reported that 
various threat attacks have been found in hospital information systems (HIS) (Samy, Ahmad, 
& Ismail, 2010). This trend, along with the advances in health informatics is expanding the 
demand to build an effective information security protection for healthcare organisation. The 
innovation which aims towards enhancing quality of life, diagnostic and treatment options, as 
well as the efficiency and cost effectiveness of the healthcare system lead to the issues on the 
information security (Omachonu & Einspruch, 2010). One of the area that has been addressed 
by Gaunt (2000) are by cultivating information security culture in medical informatics. In 
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2000, Van Niekerk and Von Solms (2010) investigated how corporate culture influence the 
effectiveness of information security culture through knowledge. 
Vroom and Solms (2004) suggest that organisational role is important to have an effective 
information security culture. Thus, one important aspect is to understand the underlying fac-
tors that make information security culture to contribute towards successful information secu-
rity practise. Our research aims to identify key factors influencing information security cul-
ture in health informatics.  This research applies a systematic literature review (SLR) in as-
sessing the existing information security cultures’ literature. The key contribution of this pa-
per is the findings from the SLR of empirical studies of information security culture in organ-
isations from 2000-2014. This may help to inform organisations wanting to implement infor-
mation security policy to a better information security management system. Findings from the 
SLR are presented with gaps in the existing body of knowledge are highlighted. These sug-
gest key area of focus that should be highlighted in information security culture research. In 
section 2, this paper describes the method adopted in SLR. Section 3 provides reports from 
the SLR results based on the synthesis of evidence. The next section provides a discussion of 
key findings, implications, limitation, and future works. The last section gives an overall con-
clusion from the SLR conducted. 
THE REVIEW METHOD 
SLR also referred as secondary study is defined as the process of identifying, evaluating, 
and interpreting related research area pertaining to the research question and area that has 
been identified (Kitchenham, 2004). This study followed the original guideline by 
Kitchenham et al.(2009) as presented in the following section. 
Research Question 
Population, Intervention, Comparison, Outcomes, and Context (PICOC) structure of ques-
tions are shown in Table 1. The primary focus in this study was to understand and identify the 
factors that influence the effectiveness of information security culture practice in any organi-
sation. In order to identify to what extent the information security culture study has been con-
ducted, this work investigates to answer the following primary research questions: 
Table 1. Summary of PICOC 
Population Any organisation 
Intervention Information Security Culture 
Comparison None 
Outcomes Information Security Culture 
Context Review (s) of any empirical studies of information security culture within the 
domain of any applied case study setting in any organisation. No restriction 
on the type of study applied 
 
Primary question: What are the evidences of any information security culture studies con-
ducted in any environment settings that investigated information security culture effectiveness 
align with information security policy?The study of SLR also aimed to answer the following 
secondary sub question:Sub question 1:What evidence is there regarding factors that affect 
information security culture, and which are the most effective factors?Sub question 2: How 
was the information security culture study has been conducted and being implemented in 
previous studies? Sub question 3: Is there any information security culture studies conducted 
in healthcare settings? 
Proceedings of the 5th International Conference on Computing and Informatics, ICOCI 2015 
11-13 August, 2015, Istanbul, Turkey. Universiti Utara Malaysia (http://www.uum.edu.my ) 
Paper No.  
205 
 
458 
 
Study Selection and Research Resources 
Based on the identified research questions, a study selection criterion must be identified to 
support the direct evidence to reduced likelihood of bias. Upon the completion of the primary 
research phase, this research follow the process suggested by Salleh, Mendes, and Grundy 
(2011) that has refine their search in secondary search phase. The references on the selected 
papers from primary search phase are thoroughly reviewed. If the paper meets the criteria of 
selection, then the paper will be included for synthesis. 
The primary search process involved the use of nine online databases: ACM Digital li-
brary, Emerald, EBSCOhost, IEEEXplore, Sage Full Text Collections, ScienceDirect, Spring-
erLink, Wiley, and Taylor and Francis.Depending on the search services offered by the rele-
vant search engines, the following search terms as follows: (Information security culture OR 
security culture OR organizational culture OR culture), AND (experiment OR measurement 
OR evaluation OR assessment) AND (information security). 
Inclusion and Exclusion Criteria 
The main inclusion criterion for this study is to include the security culture practice in any 
organisation that has been conducted. Peer reviewed articles published from 2000- 2014 are 
taken into consideration for the inclusion in search criteria. The detail inclusion criteria in-
cluded are: 
 Studies that investigate the effectiveness of information security culture. 
 Studies that investigate the concept of organisational culture towards information security. 
 Studies that measure the effectiveness of security culture in any organisation. 
 Meanwhile, the articles that are excluded from our research criteria are: 
 Papers that are claiming another author that has no supporting evidence. 
 Papers that only describe the concept of security culture. 
 Papers that are not written in English. 
 
Data Extraction and Study Quality Assessment 
In ensuring that the data extraction process meets the quality criteria, hence study check-
lists need to be prepared accordingly (Kitchenham et al., 2009). Following that, this study 
reuse the quality criteria checklist from Salleh et al.(2011) has been adopted for SLR. Study 
quality checklists as shown in Table 2 are the items checklist for the study identified. Our 
study checklist uses three scale which are coded and given a score which are; Yes=1; Partially 
= 0.5; No= 0. From the item checklist, each paper will be given a summing on each of the 
items. Possible scores range from 0.5 to 5 is the highest score.  
Table 2. Item Study Checklist 
Item Answer 
1. Was the article referred? Yes/No 
2. Was aim of the study is clearly stated? Yes/No/Partially 
3. Were the data collection were carried out well? Yes/No/Partially 
4. Were the study participants were described? Yes/No/Partially 
5. How generalisable are the findings of this study to the target population 
with respect to the size and representativeness of sample.  
Yes/No/Partially 
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RESULTS 
This paper will show the results of the finding from the systematic literature review that 
has been conducted.  Figure 2 shows the summary of the stages of study selection in this SLR 
guidelines according to Kitchenham (2004). The first iteration involved searching keywords 
as in Section 2.2 on nine scientific databases. As a result, 1204 primary studies were identi-
fied. Two iteration processes have been involved as first iteration involved primary search 
that produce 53 final primary studies. As in the second iteration, the references contained in 
the papers are identified in first iteration are examined. The second iteration produces four 
related identified papers. Each of the articles was filtered according to inclusion and exclusion 
criteria identified earlier before being accepted by synthesis of evidence. After reading on 
titles and abstracts, and found that it is insufficient to identify related paper, thus the full arti-
cles will be used. It shows that the calculation has been taken before the total number of 187 
papers identified after screening the title of the articles.   
 
Figure 1. Stage Selection Process in SLR 
An analysis of the type of studies is presented in Fig. 2 which is based on the suggested re-
search types. Quantitative study shows the most chosen research approach in 50% percentage 
from the total of study. Mixed-method is the least popular approach used in this study that 
comprises 5% percentage. 
Figure 2. Study by Research Approach 
 
 
Quality Factors 
The evaluation of SLR based on quality score as shown in quality checklist in Table 3. 
Table 1 shows the quality scores for all primary studies. Most of the studies conducted are in 
good quality criteria. 15 studies (35%), and 5 (12%) were deemed good and very good quality 
respectively. Three studies are in very poor quality as it did not provide a detailed result and 
methodology conducted in their study. This study was removed in the analysis phase. Thus in 
the end, only 40 studies were included for the purpose of analysis of evidence.  
27% 
50% 
5% 
13% 5% Qualitative Study
Quantitative Study
Mixed-Method
Formal Experiment
Case Study
Proceedings of the 5th International Conference on Computing and Informatics, ICOCI 2015 
11-13 August, 2015, Istanbul, Turkey. Universiti Utara Malaysia (http://www.uum.edu.my ) 
Paper No.  
205 
 
460 
 
Table 3. Result of Quality Checklist 
Quality Scale 
Very Poor 
(>=1) 
Poor 
(>=2) 
Fair 
(>=3) 
Good 
(>=4) 
Very Good 
(=5) 
Total 
Number of 
Studies 
3 10 7 15 5 40 
Percentage 
(%) 
7% 24% 18% 38% 13% 100 
DISCUSSIONS 
In this section, we discuss our result based on the research question developed. We present 
the synthesis of evidence of SLR conducted. 
What evidence is there regarding factors that affect information security culture and 
which are the most effective factors? 
From the SLR studies, 40 information security culture studies conducted in banking, fi-
nance, information technology, advertising, marketing, education, engineering, and healthcare 
environments by professionals on the area of settings have been identified. The SLR ultimate 
goal was to understand how information security culture affects employee in performing in-
formation security practice. From SLR, nine factors identified which are security behaviour, 
security awareness, top management commitment, cultural differences, trust, information 
sharing, security knowledge, security policy, and belief. Table 4 demonstrated the result from 
SLR studies conducted representing the nine factors. 
Table 4. Factors Influencing Information Security Culture 
Key Factors Authors 
Security Behaviour 
Zakaria, 2006 ; Ngo, Zhou, Chonka, & Singh, 2009; Alfawaz, Karen, & Mohannak, 
2010; Brady, 2011; A. Da Veiga & Eloff, 2010; Shahibi, Rashid, Fakeh, Dollah, & Ali, 
2012; Guo, 2013; AlHogail, 2015  
Security Awareness 
Al-Mayahi & Mansoor, 2013; Donahue, 2011; Gebrasilase & Lessa, 2011; Kraemer, 
Carayon, & Clem, 2009; Shaaban & Conrad, 2013; Adéle Veiga & Martins, 2015; 
Woodhouse, 2007 
Top Management 
D’Arcy & Greene, 2014; Donahue, 2011; Gebrasilase & Lessa, 2011; Hu, Dinev, Hart, 
& Cooke, 2012; Knapp & Marshall, 2006; Ngo et al., 2009 
Cultural Differences 
Ngo, Zhou, Chonka, & Singh, 2009; Sabbagh & Kowalski, 2012; Mansouri-Rad, 
Mahmood, Thompson, & Putnam, 2013; Ifinedo, 2014 
Trust Williams, 2008 
Information Sharing Ghernouti-Hélie, Tashi, & Simms, 2010 
Security Knowledge Zakaria, 2006; Van Niekerk & Von Solms, 2010 
Security Policy 
Donahue, 2011; N. Martins & Veiga, 2010; Ngo et al., 2009; Shaaban & Conrad, 2013; 
Hedstrom & Karin, 2014; Lopes & Pedro, 2014; D’Arcy & Greene, 2014 
Belief Ramachandran, 2008; Shahibi et al., 2012; Ashenden & Sasse, 2013; Merhi, 2014 
 
How was the information security culture study has been conducted and being imple-
mented in previous studies? 
In a study by Okere et al. (2012), they summarised related studies conducted in infor-
mation security culture. From their study, it shows that there is no study that applies mix-
method research design. Additionally, from this SLR, as inclusion and exclusion criteria is 
expanded, this research found out that 5% studies employed mixed-method approaches are 
chosen in the research conducted. In good quality criteria paper, three papers employ quanti-
tative study followed by qualitative studies; the interviews. Only one study adopted explorato-
ry research design (Alnatheer, Chan, & Nelson, 2012) as their research method design.  
Proceedings of the 5th International Conference on Computing and Informatics, ICOCI 2015 
11-13 August, 2015, Istanbul, Turkey. Universiti Utara Malaysia (http://www.uum.edu.my ) 
Paper No.  
205 
 
461 
 
Is there any information security culture studies conducted in healthcare settings? 
Based on the SLR conducted, only one information security culture studies has been con-
ducted in healthcare settings in a hospital in Ethiopia. In this study, they adopted question-
naire from Adele (2002) as they found that security awareness is the most significant factors 
influence the information security culture in healthcare informatics. Additionally, Williams 
(2009) has highlighted that trustful culture is the important factors in cultivating in medical 
information security culture towards the facets of information security governance. 
CONCLUSION 
This paper described an SLR targeted at empirical studies of information security culture. 
A total of 40 primary studies were selected and analysed in this SLR that resulted in nine 
compatibility factors influencing effectiveness of information security culture were identified.  
Security awareness, cultural differences, security behaviour, and top management commit-
ment were the four factors investigated the most in information security culture studies. Be-
sides that, information sharing, security policy, security knowledge, belief and trust are the 
least significant factors found in information security culture research. A cultural difference 
among employee also contributes significant factors as the result collected from individualism 
and collectivism culture in different countries. The results from this SLR will be used to de-
sign conceptual model that represent factors influencing information security culture in health 
informatics.   
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